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General Instructions :
(1) Please read the instructions carefully.

(it)  This question paper consists of 24 questions in two Sections : Section A
and Section B.

(iti) Section A has Objective type Questions, whereas Section B contains
Subjective type Questions.

(iv) Out of the given (6 + 18) = 24 questions, a candidate has to answer
(6 + 11) = 17 questions in the allotted (maximum) time of 3 hours.

(v)  All questions of a particular section must be attempted in the correct
order.
(vi) Section A : Objective Type Questions (30 marks) :
(a)  This section has 6 questions.
(b) There is no negative marking.
(c) Do as per the instructions given.

(d)  Marks allotted are mentioned against each question/part.

(vii) Section B : Subjective Type Questions (30 marks) :
(a)  This section has 18 questions.
(b) A candidate has to do 11 questions.
(c) Do as per the instructions given.
(d)  Marks allotted are mentioned against each question/part.

SECTION A
(Objective Type Questions) (30 Marks)
1. Answer any 4 out of the given 6 questions on Employability Skills. 4x1=4
(1) All interrogative sentences end with a/an

(A) Full stop
(B) Question mark
(C) Exclamation mark

(D) Full stop and Exclamation mark
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(iii)

(iv)

(v)

(vi)

Answer any 5 out of the given 7 questions.

(1)
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People who always believe that they are more important than
others suffer from

(A)
(B)
()
(D)

is a state of feeling upset, annoyed and hopeless.

Aggression
Stress
Happiness

Motivation

personality disorder.

The shortcut key in a spreadsheet for making the text bold is

A company that is in the first stage of operations is called

(A)
(B)
(®)
(D)

Who design and develop wind farm systems ?

(A)
(B)
©)
(D)

In

both directions, but only in one direction at a time.

(A)
(B)
(C)
(D)

Proprietary firm/company

Micro-firm/company

Startup

Small Scale Industry

Electronics Engineers

Wind/Solar Energy Engineers

Environmentalists

Landscape Developers

5X1=5

data transmission mode, messages can be sent in

Simplex
Half-duplex
Full-duplex
Extended duplex
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(vi)

(vii)

e
o

In this topology, a single backbone wire called is

shared among the nodes, which makes it cheaper and easier to

maintain.

(A) Knot (B) Ring
(C) Star (D) Bus
The ISO — OSI model is a 8-layer architecture. (True/False)

A program that runs on a local machine requesting service from
the server and terminates when the service is completed is called

(A) user program (B) server program
(C) client program (D) main program
The data link layer also corrects errors that may have occurred at
the physical layer. (True/False)
TCP/IP stands for :
(A) Transmission Control Program/Intranet Protocol
(B) Transfer Control Protocol/Independent Protocol
(C) Transmission Control Protocol/Internet Protocol
(D) Transmission Control Protocol/Internal Protocol
is a network formed by connecting a few personal
devices like computers, laptops, mobile phones, smart phones, etc.
(A) Personal Area Network
(B) Local Area Network
(C) Metropolitan Area Network
(D) Wide Area Network

Answer any 6 out of the given 7 questions. 6x1=6
(1) A is a hierarchical structure that stores information
about objects on the network.
(A) Tree (B) File
(C) Folder (D) Directory
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Users are one of the most popular objects in Active Directory. They

are used for

(A)
(B)
(C)
(D)

Which of the following is a limitation of Domain Controller ?

(A)
(B)
(C)
(D)

(A)
(B)
©)
(D)

authentication and authorization on workstations
maintenance of workstations
installing active directory

network management

Target for cyberattack
Centralised user management
Federated configuration of redundancy

No resource sharing

is used to organise users, groups and computers.
Domain controller
Organisational units
Operation units

Operation objects

Which of the following is a server that responds to authentication

requests and verifies users on computer networks ?

(A)
(B)
©)
(D)

AD DS
Client server
Domain controller

PowerShell
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(vi)  Which of the following is a management framework in PowerShell
that enables you to manage your enterprise infrastructure with
configuration as a code ?

(A) PowerShell Desired State Configuration
(B) Command-line shell

(C) Scripting language

(D) AD DS

(vii) is a cross-platform task automation solution made up
of a command-line shell, a scripting language and a configuration
management framework.

(A) Command-line shell
(B) Scripting language
(C) PowerShell

(D) Automation platform

4, Answer any 5 out of the given 6 questions. 5x1=5

(1) When the setgid bit is set on an executable file, any user can
execute it using the permissions of the group of such file.

(True/False)

(i) The in Linux defines the naming process, length of the
file name or a subset of characters that can be used for the file
name.

(A) Cellname
(B) Namespace
(C) Namecell

(D) Spacename
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(A) chown:
(B) id:

(C) chmod:
(D)  chgrp:
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(i1i) The two most desirable attributes for your Linux server
management tools are :
(A) Network connectivity and management
(B) Lightweight and Scalable
(C) I/O management and Memory management

(D) Processor management and Thread management

(iv)  Which of the following is a segment of memory and contains some
specific data ?

(A) Partition

(B) File
(C) Bit
(D) Folder

(v)  The symbol for ‘execute’ permission in Linux/Unix is :

(A -x
(B) rwx
C) r-
(D) -w-

(vi)  To change group ownership, which of the following command will

be used ?

(A) chown:
(B) 1id:

(C) chmod:
(D) chgrp:
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Answer any 5 out of the given 6 questions.

(1)

(i1)

(iii)

(iv)

EE
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are installed separately on individual devices. They

provide more granular control to allow access to one application or

feature while blocking others.

(A) Hardware firewalls

(B) Antivirus

(C) Software firewalls

(D) Malware

An sets forth rules and processes for workforce
members.

(A) Information Security Policy

(B)
(©)
(D)

Internet Security Policy
Information Service Policy

Information Security Provider

Which of the following is not an antivirus ?

(A) Norton Security
(B) McAfee
(C) Comodo Internet Security
(D) Mozilla Firefox
is a type of social engineering attack often used to steal
user data.
(A) DoS attack
(B) Man in the Middle attack
(C) Phishing
(D) Malware
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Which of the following is true for proxy firewalls ?

(A) They increase data transfer rate.
(B) They slow down data transfer rate.
(C) They do not perform deep packet inspection.
(D) They do not hide identity and location of internal devices.
(vi)  Ports are communication end points that connect network devices.
The port number for FTP data is
(A) 32
(B) 20
(C) 16
(D) 64
Answer any 5 out of the given 6 questions. 5x1=5

(1)

(ii)

Temporary solutions that restore services and ensure business

continuity are called

(A)
(B)
©)
(D)

Workaround
Maintenance
Known error correction

Temporary servicing

teams oversee all kinds of workspace technology,

ranging from laptops, to servers, to business critical software

applications.

(A) Network engineering

(B) IT service management

(C) Hardware engineering

(D) Communication engineering
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(iii) Which of the following is the investigation technique that helps
discover the root cause of a problem ?

(A) Known Error

(B) Known Error Database
(C) Root Cause Analysis
(D) Workaround

(iv)  Find out from the following, the area where ITIL does not play an
effective role.

(A) IT and business strategic planning
(B) Integrating and aligning IT and business goals
(C) Reducing costs and total cost of ownership

(D) Hardware designing

(v)  Read the statements and choose the correct option :
(I)  ITIL V2 focused on product, processes and people.
(II) ITIL V3 focused on product, processes, people and partner.
Options :
(A) Only (I) is correct
(B) Only (IT) is correct
(C) Both (I) and (IT) are correct
(D) Both (I) and (II) are incorrect

(vi) Find out the most common benefit of ITSM.
(A) Aligning IT teams with business priorities tracked through

success matrics
(B) Less cross-department collaboration
(C) Procure business orders

(D) Isolate IT teams and development teams
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SECTION B
(Subjective Type Questions) (30 Marks)

Answer any 3 out of the given 5 questions on Employability Skills. Answer each

question in 20 — 30 words. 3x2=6
7. Why is active listening important in the workplace ?
8. Differentiate between internal motivation and external motivation.

9. What is the difference between cell and cell address ?
10. Enlist the important qualities of an entrepreneur.

11. What do you mean by Green Job ? Mention its role in improving energy
and use of raw materials.

Answer any 3 out of the given 5 questions in 20 — 30 words each. 3x2=6
12. What is Linux terminal ?

13. Write in brief about Reactive management.

14. What is file security and how is it achieved ?

15. What is PowerShell ?

16. What is the purpose of File Transfer Protocol (FTP) ?

Answer any 2 out of the given 3 questions in 30 — 50 words each. 2x3=6
17. Write the differences between internal and external customer.
18. Write a note about encryption and group policy.

19. Explain Bus Topology with diagram.
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(a) TCP/IP
(b) UDP
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Answer any 3 out of the given 5 questions in 50 — 80 words each. 3x4=12
20. Describe the functions of the following :
(a)  Packet Filtering Firewalls
(b)  Stateful Inspection Firewalls
(c) Application-Level Gateways

21. What is the difference between virus and malware ? Briefly explain DoS
attack, Phishing attack and MITM attack.

22, Explain the structure of AD DS with diagram.

23. What are the user access control permissions for file and directory
defined in Unix/Linux ? Draw a table showing permission type and
symbol.

24. Explain the purpose of the following protocols :
(a) TCP/TIP
(b) UDP
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